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A4 City Council
ANTI-MONEY LAUNDERING POLICY

1. INTRODUCTION

This policy aims to ensure that Hull City Council (the Council) has a planned
approach should concerns arise in respect of money laundering.

All organisations and individuals in the UK have responsibilities in respect of
countering money laundering. Legal penalties for breaching the law in this area
are substantial. The policy aims to ensure that officers do not inadvertently commit
offences under relevant legislation or applicable regulations, whilst undertaking
their duties.

In addition, some organisations have additional responsibilities to apply formal
money laundering regulations when conducting “regulated activities”, such as
certain financial and legal services. Local authorities are not legally obliged to
apply those provisions, but as responsible public bodies they are expected to
employ policies and procedures that reflect the essence of the UK’s anti-money
laundering, anti-terrorist financing, and other anti-financial crime regimes.

2. DEFINITION & SCOPE

Money laundering is a term used to describe several offences involving the
proceeds of crime or terrorism. They include: possessing, dealing with,
concealing, or converting the proceeds of crime, as well as the funds likely to be
used for terrorism or the proceeds of terrorism.

The term generally describes the activities of organised criminals converting the
proceeds of crime into legitimate activities in order to hide the true source of their
assets. However, the legislation covers all proceeds of crime, including both
money and property, no matter how small the value.

In general, public bodies are unlikely to be a prime target for money laundering.
However, the size and scope of services provided is such that it is not possible to
be wholly immune from the risks surrounding this activity.

This Policy and the associated procedures outline the Council’s approach to
countering money laundering risks.

This policy applies to all councillors, employees, contractors and agents of the
Council, except where agents have their own policy and procedures in place that
provide a sufficient framework.
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The policy does not apply to those schools with delegated powers, unless adopted
by the Governing Body.

This policy should be read in conjunction with the following policies and associated
guidelines:

Anti-Fraud and Corruption Policy.

Code of Conduct for Employees

Member Code of Conduct

Confidential Reporting (Whistleblowing) Policy

3. POLICY STATEMENT

The Council has adopted the underlying principles of the Proceeds of Crime Act
2002, the Terrorism Act 2006, the Criminal Finances Act 2017, the Money
Laundering, Terrorist Financing and Transfer of Funds (Information on the Payer)
Regulations 2017 and the Money Laundering and Terrorist Financing
(Amendment) Regulations 2019.

The Council encourages Members, Directors, employees, contractors and agents
of the Council to report any concerns about money laundering in the Council.

The Council will ensure that, where Members, Directors, employees, contractors
and agents of the Council are exposed to money laundering, they are made aware
of this policy and procedure.

The Council will fully support the police and other external agencies in any
investigations into money laundering.

The policy will be implemented through the Anti-Money Laundering Procedures as
set out in this document.

4. LEGAL AND REGULATORY REQUIREMENTS

The principal legislation and regulations relating to money laundering are: -
e Terrorism Act 2000 and 2006
e Proceeds of Crime Act (POCA) 2002
e Criminal Finances Act 2017

e Money Laundering, Terrorist Financing and Transfer of Funds (Information
on the Payer) Regulations 2017.

¢ Money Laundering and Terrorist Financing (Amendment) Regulations 2019

Copies of this legislation can be found at www.legislation.gov.uk
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In broad terms, the legislation sets out the following offences: -

e Concealing — where someone knows or suspects a case of money
laundering but conceals or disguises its existence.

e Arranging — where someone involves themselves in an arrangement to
assist money laundering.

e Acquisition, Use or Possession — where someone seeks to benefit from
money laundering by acquiring, using or possessing the property
concerned.

e Making a disclosure which is likely to prejudice an investigation.

e Failing to disclose a primary offence — where someone is aware or suspects
money laundering but fails to take action in reporting it.

e Tipping off — where someone informs a person who is suspected of being
involved in such a way as to reduce the likelihood of being investigated or
prejudicing an investigation.

The Regulations apply to ‘relevant business’ and, where this is undertaken, clients
need to be subject to some form of risk based due diligence. Organisations
undertaking such business must: -

e Appoint a Money Laundering Reporting Officer (MLRO) to receive
disclosures from employees of money laundering activity.

e Maintain client identification procedures in certain circumstances.
e Maintain record keeping procedures.

e Implement a disclosure procedure to enable the reporting of suspicions of
money laundering.

The legislation applies to everyone, both individuals (whether at work or
elsewhere) and organisations. The penalties can be severe, including fines and
prison sentences up to 14 years depending on the circumstances. If anyone within
the scope of this policy knowingly engaged in money laundering activity, this would
also be a clear breach of the Council’s ethical values, policies and existing codes
of conduct. The wider issue that this policy seeks to address is that individuals
may become exposed to money laundering in the course of their duties and could
therefore inadvertently breach aspects of the legislation.

The Regulations do not apply directly to local authorities. However, in line with
good practice and professional guidance, the Council has voluntarily chosen to
follow the key requirements. By establishing relevant procedures, this also helps to
protect individuals from inadvertently breaching aspects of the legislation. It also
supports officers in particular roles (such as lawyers and accountants) whose
professional bodies may require them to act in a manner that is consistent with the
spirit and intent of the regulations.
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5. ROLES AND RESPONSIBILITIES

The MLRO is responsible for the overall framework of anti-money laundering
activity and for specific tasks in relation to the reporting of incidents, as set out in
this document.

The Fraud and Compliance Team will support the MLRO, Directors, Assistant
Directors, employees and other interested parties by providing training and advice
in relation to this policy and the associated procedures.

Directors and Assistant Directors have a responsibility to understand where
their service areas may be exposed to particular risks of money laundering activity.
They also have a responsibility to ensure the procedures set out in this document
are followed and to determine, in consultation with the MLRO, any additional
procedures that may be appropriate in relation to specific risks in their service
areas.

All Councillors, staff, contractors and agents of the Council should follow the
procedures set out in this document and work in accordance with this policy and
the supporting guidelines and training.

Employees not complying with this Policy or relevant legislation will be dealt with
under the Council's Disciplinary Procedure. They may also face prosecution and,
where applicable, disciplinary proceedings by professional bodies. Non-compliance
may be deemed an act of gross misconduct. In the event of non-compliance by an
agency worker or casual worker, his/her work with the Council may be terminated.
The contract may also be terminated in the case of non-compliance by contractors
and agents of the Council.

6. TRAINING

The Fraud and Compliance Team will provide relevant training for services that are
considered at risk of exposure to money laundering activity. This will be specified
in consultation with Assistant Directors/Heads of Service.

7. REVIEW
This policy will be reviewed by the Fraud and Compliance Team in consultation

with internal stakeholders at least once every 2 years, to keep pace with changes
in legislation and practice.
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8. PROCEDURES

The Council’s s.151 Officer is its MLRO. The Head of Financial Accountancy acts
as the deputy MLRO and will generally act on the MLRO’s behalf in the practical
application of these procedures. The Assistant Director of Finance and the Fraud
& Compliance Team Leader provide cover for these respective roles if the
designated officers are absent.

The Council’s approach is based on: -
¢ Risk assessment
¢ Internal controls and procedures
e Client identification

e Mechanisms to report suspicious activity to relevant authorities such as the
National Crime Agency (NCA).

e Support and guidance.
8.1 Risk Assessment

Directors will, in consultation with the MLRO/Deputy, assess areas that are at
particular risk of money laundering activity. It is not possible to provide an
exhaustive list of scenarios, but the following are examples of ‘indicators of
suspicion’: -
e Where a customer significantly or persistently overpays a debt and requests
a refund, i.e. exchanging ‘dirty’ money for ‘clean money’.

e Where large sums of cash have been tendered, especially if this exceeds
the value of the debt.

e Transactions which have no apparent purpose, and which make no obvious
economic sense.

e Where the customer refuses to provide information requested without
reasonable explanation.

e Where a customer or supplier requests, without reasonable explanation, a
transaction that is unusual in character.

e Transient business relationships, i.e. where, without reasonable
explanation, a client establishes a business relationship and uses this for
only a single transaction or for a very short period of time.

e Complex routing of funds, such as paying via third party accounts.

e Funds passing through territories that the UK authorities consider to be ‘high
risk’ because they lack reliable infrastructure to monitor financial flows. The
High-Risk third countries for AML purposes is compiled by the Law society
and is taken from The Financial Action Task Force’s lists on 'jurisdictions
under increased monitoring' and 'high-risk jurisdictions subject to a call for
action'. This list is updated regularly -
https://www.lawsociety.org.uk/topics/anti-money-laundering/high-risk-third-
countries-for-aml-purposes
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In addition: -

High value transactions, notably property sales, may be particularly
attractive for criminals.

There are more subtle ways that criminals may use public bodies to launder
their assets, such as using the proceeds of crime to establish ‘legitimate’
businesses which then occupy council owned commercial properties or
tender for council contracts.

There are also ways that individuals may inadvertently be exposed to the
legislation. For example, officers who undertake financial assessments
might discover that clients have assets that appear to be derived from crime.
Even minor proceeds of crime, such as low-level benefit fraud, are
technically covered by the legislation, so an officer in this scenario must
report their suspicions.

The following activities are considered to be at heightened risk of money
laundering activity and/or of individuals (officers, contractors, agents or
Councillors) being exposed to duties under the legislation.

The receipt of money and payment of refunds, in particular (but not
exclusively) cash payments — see section 8.2.2.

Right-to-buy sales of Council Houses and other property transactions — see
section 8.2.3.

Procurement and commissioning — see section 8.2.4.

The undertaking of financial assessments and/or management of client’s
financial affairs — see section 8.2.5.

Treasury management — see section 8.2.6.

Services provided to third parties that would fall within the Regulations if the
Council was not a public body: treasury, accounting or audit services; estate
agency functions; and assisting in the formation, operation or arrangement
of companies — see section 8.2.7.

If Assistant Directors identify further activities that may present heightened risk
they should liaise with the Fraud and Compliance Team to help quantify the risk
and appraise whether the control environment to manage the risk is sufficient.

8.2 Internal Controls and Procedures

8.2.1 General Reporting Procedure

There are specific controls and procedures in place to cover the areas of
heightened risk, as summarised below. Beyond that: -

e If any individual within the scope of this policy has reason to suspect
money laundering is taking place, they must report the matter as to the
MLRO as soon as possible using the form at Appendix A.
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e In case of doubt and to avoid ‘false alarms’, speak to your line
manager and/or contact the Fraud and Compliance Team to discuss
your concerns informally in the first instance. Contact details are
provided at the end of these procedures.

e Alternatively, if you have concerns that colleagues or managers may
be involved, or that they are not properly dealing with money
laundering issues, you may submit a report under the Council’s
Confidential Reporting (Whistleblowing) Procedure.

8.2.2 Receipts and Refunds

The Council has a number of controls in place: for example, paying refunds
only to the same account or credit card from which the original payment was
taken.

Cashiers may be asked in the normal course of their work to accept payments
in large amounts of cash for the settlement of debts. In order to minimise the
risk of receiving the proceeds of crime: -

e Amounts exceeding £5,000 cannot be accepted without first
establishing the identity of the individual/company involved (see next
section)

e Customers offering excess sums should be advised it is not the
Council’'s policy to accept large amounts of cash and that the
transaction will have to be referred to a senior member of staff.

e Ensure that the manager of your service is aware of the transaction.

e If you or your manager have wider doubts about the transaction, or in
any case where it exceeds £8,000, contact the Fraud and Compliance
Team for advice. In these cases, you must also file a report using the
procedure outlined at section 8.2.1.

e Throughout this procedure, be careful to ensure you do NOT inform
the customer that you suspect them of money laundering, as this could
lead to a “tipping off” offence under the legislation.

8.2.3 Right-to-Buy (RTB) and Other Property Transactions

Criminals have misused the RTB scheme at other councils. The Council’s
RTB procedures therefore routinely include checks by the Fraud and
Compliance Team to support Housing Officers in verifying the identity of
applicants. This helps to confirm compliance with the scheme eligibility criteria.

In a minority of cases, applicants may meet the scheme criteria but present
high risks of money laundering. For example, a tenant who proposes to pay
cash but cannot explain their source of funds. In these cases, it may be
unwise or unlawful under POCA to proceed with the sale, even though refusal
may conflict with other legislation, i.e. the Housing Act. Where this occurs the
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Fraud and Compliance Team will alert the MLRO, who will determine whether
to proceed with the sale, after taking advice.

For other property sales, reliance is placed on the Council’'s conveyancing
procedures. Any concerns that emerge during the conveyancing process,
should be reported to the MLRO without delay, using the procedure at section
8.2.1.

Commercial rents are managed by Property & Assets which has due diligence
procedures to check the identity of tenants, in compliance with the
Regulations. Again, should any concerns arise, these should be reported to
the MLRO without delay.

8.2.4 Procurement and Commissioning

Checks will be undertaken, as part of the pre-contract due diligence, to verify
the beneficial owner of businesses with whom the Council proposes to award
contracts following tendering exercises. The Fraud and Compliance Team will
assist with those checks if required and provide advice as to the interpretation
of results.

Checks may also be undertaken on contracts below the tendering threshold,
especially if there are militating circumstances, such as services in markets
where there is intelligence to suggest that criminals are known to operate.

Checks may be repeated during the contract, for example to keep pace with
any changes in ownership, or in response to any intelligence that raises
relevant concerns about the company. Examples of intelligence include
concerns arising from the ongoing monitoring of the contract, data matches
from the National Fraud Initiative (NFI), reports from regulatory bodies and
‘whistleblowing’ reports from the company’s employees.

If these checks reveal any matters of concern, you must report this to the
MLRO using the procedure at section 8.2.1.

8.2.5 Financial Assessments, Managing Client’s Financial Affairs, etc.

If an officer undertaking duties of this nature sees evidence of money
laundering, the matter must be reported without delay in line with the
procedures outlined at section 8.2.1. However, there are other procedures to
report specific types of financial crime, such as benefit fraud. If you have
followed those procedures, there is no need to file a separate report to the
MLRO.

Ensure you do NOT record your suspicions on case files and the like as these
may be open to subject access requests, at which point the file note could give
rise to a “tipping off” offence.
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8.2.6 Treasury Management

Procedures will be maintained to ensure that the identities of counterparties
are verified and recorded, in accordance with the CIPFA’s Treasury
Management Code.

If those procedures identify matters of concern, these shall be reported without
delay in line with the procedures outlined at section 8.2.1.

8.2.7 Regulated Activities

If you supply services that would be subject to financial regulation outside of
the public sector you should undertake a client identification exercise (see next
section) unless the activity is low risk. Should there be any concerns about
money laundering during the delivery of the service, this must be reported in
line with the procedures outlined at section 8.2.1.

8.3 Client Identification

Where client identification is required, in context of the previous section, please
use the checklist and form at Appendix B unless your service already has a
procedure to capture and record this information. Records should be kept for at
least 5 years or the length of contracts if longer and where relevant.

Remember, this procedure is not required for low-risk transactions, and Appendix
B has guidance to help you filter out low risks.

If in doubt, contact the Fraud and Compliance Team for advice.
8.4 Reporting Suspicions

Suspicious activity must be reported to the MLRO as described at section 8.2.1.
After receiving a report, the MLRO will acknowledge receipt and advise of the
timescale for providing a response.

You must follow any directions given by the MLRO and must NOT make any
further enquiries into the matter yourself.

The MLRO will determine what action to take next, after considering all available
relevant information and taking relevant advice from the Fraud and Compliance
Team, Legal Services and other relevant parties. He may need to discuss the
report with you and he may need to gather information from your department and
others (such as other transactions, the length of business relationship with the
suspect and any identification evidence held).

He will then determine whether there is actual or suspected money laundering
taking place; whether there are reasonable grounds to know or suspect that is the
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case; and whether he needs to submit a Suspicious Activity Report to the NCA and
seek their consent for a particular transaction to proceed.

The NCA may decide to undertake an investigation. Should that happen, all staff
will be required to co-operate with their enquiries.

9 GUIDANCE AND SUPPORT
If you require further guidance with the interpretation of these procedures, please
contact the Audit & Fraud Section; -

e Mike Armstrong, Head of Financial Accounting & Fraud (ext. 3282)

e Graham Seaward, Fraud & Compliance Team Leader (ext. 3646)
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Appendix A

CONFIDENTIAL
MONEY LAUNDERING REPORT FORM

Please use this form to report suspicions of money laundering.
Please complete it as fully as you can.

If in doubt contact the Fraud and Compliance Team on extension 3646 for
advice.

Do NOT discuss the content of this report with anyone you believe to be
involved in the suspected activity.

When complete, please forward this report to: -
. David Bell (MRLO) David.Bell@hullcc.gov.uk
. Cc Mike Armstrong, (Deputy MRLO) Mike.armstrong@hullcc.gov.uk
Cc Audit & Fraud inbox Audit&Fraud@hullcc.gov.uk

PART 1-TO BE COMPLETED BY THE PERSON FILING THE REPORT

| DATE OF THIS REPORT | |

PERSON MAKING THIS REPORT
Name

Directorate/Service

Contact number

| DETAILS OF SUSPECTED OFFENCE/INCIDENT |

Name(s) and address(es) of person(s) involved:
(or if a company/public body etc. - please include details of the nature of the
business)
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Nature, value and timing of activity involved:
(Please provide full details e.g. what, where, when, how)

Nature of suspicions regarding this activity

Has any investigation been undertaken (as far as you are aware)?

YES/NO (delete as appropriate) - if yes, please provide details below:

Have you discussed your suspicions with anyone else?

YES/NO (delete as appropriate) - if yes, please provide details below explaining
why such discussion was necessary:.
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Have you consulted any other guidance such as supervisory body guidan
re money laundering (e.g. Law Society, CIPFA etc.)?

YES/NO (delete as appropriate) - if yes, please provide details below:

Please provide any other relevant information here: -

Do you feel you have a reasonable excuse for not disclosing the matter to
the NCA? (for example, if you are a lawyer and wish to claim legal
professional privilege)?

YES/NO (delete as appropriate) - if yes, please provide details below:

Are you involved in a transaction which might be a prohibited
act under sections 327- 329 of the Act and which requires appropriate
consent from the NCA?

YES/NO (delete as appropriate) - if yes, please provide details below:

PART 2 - THIS SECTION IS FOR COMPLETION BY THE MLRO/DEPUTY

Date Report Received

Date Receipt of Report Acknowledged

Response to consider the disclosure.
(Action plan)
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Outcome of consideration of disclosure

Are there reasonable grounds to suspect money laundering activity?

YES/NO (delete as appropriate) - if yes, please provide details below:

If there are reasonable grounds, will areport be made to the NCA?

YES/NO (delete as appropriate) - if yes, please provide details below:

If yes: -

Date of reporttothe NCA: ...........ccceneeneee.
Details of liaison with the NCA regarding the report:
Notice period: ..................... (o

Moratorium Period: .............. L (o T

Does the Council require consent from the NCA to any ongoing or imming
transactions which would be prohibited acts?

YES/NO (delete as appropriate) - if yes, please provide details below:

Full details of the acts and reasons for consent:

Version: Final

Date: Nov 2025

Author: Fraud and Compliance

Document Status: Final following consultation Page 14 of 16



Date consent received fromthe NCA: .......ccoeeeeieiieeenennnnns.

Date consent given by you to employee: ..........ccocviiiinnnns

If there are reasonable grounds to suspect money laundering but you do 1
intend to report to the NCA, please set out below the reasons for non-
disclosure (Please set out any reasonable excuse for non-disclosure)

Any other relevant information: -

Signed ... Capacity: MLRO/Deputy MLRO

TO BE RETAINED FOR FIVE YEARS FROM THE DATE SIGNED
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APPENDIX B

CUSTOMER DUE DILIGENCE CHECKLIST

Low Risk

Services provided to or from another
public body

An existing customer or supplier
where we have recently carried out
due diligence checks and nothing to
suggest changes.

Transactions for normal consideration
(e.g. sale of theatre tickets)

Transactions undertaken as part of
our statutory functions (e.g. normal
payment of Council Tax, routine fees,
etc.)

No checks required

Note that the vast majority of Council business
will fall into this category.

Moderate Risk

New suppliers other than public
sector

Customers wishing to make
significant (>£5k) payments in cash

For individuals, check one of A & B: -

A. Photographic ID (Passport, driving
license, Forces ID etc.)

B. And evidence of address, e.g. utility
bill, mortgage or bank statement, credit
card statement, pension or benefit
books.

For companies: -

Companies House check to confirm
existence and identify the directors.

Check personal ID as above for individuals
— and that they are authorised to act on
behalf of the company.

For other businesses, e.g. Sole traders and
partnerships: -

Personal ID for the individual(s) as above.

Documents indicating their relationship to
the organisation.

High Risk

Militating factors as set out in section
8.1 of the policy

Contact Audit & Fraud Section for advice on
further checks to carry out

Make are record of these checks (unless already recorded as part of your
procedures) and retain for 5 years.
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